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Agency vulnerability‐patch risk assessment 
Once agency staff have analysed the relevant vulnerability/patch information, a risk assessment can be 

made. A risk assessment allows an agency to properly assess the severity of a vulnerability/patch in the 

context of their environment. 

 

It is important to consider the following factors when conducting the risk assessment: 

• High value or high exposure assets impacted: increased risk 

• Assets historically attacked are impacted: increased risk 

• Mitigating controls already in place, or soon to be in place for all affected    

    assets: decreased risk 

• Low risk of exposure for impacted assets: decreased risk 

Examples of vulnerability/patch risk assessments are: 

a. Extreme risk 

• The vulnerability allows remote code execution 

• Critical business system/information affected 

• Exploits exist and are in use 

• System is internet connected with no mitigating controls in place 

b. High risk 

• Vulnerability allows remote code execution 

• Critical business system information affected 

• Exploits exist and are in use 

• System is in a protected enclave with strong access controls 

c. Medium risk 

• Vulnerability allows an attacker to impersonate a legitimate user on a remote access  

   solution 

• System is exposed to untrusted users 

• System requires two factor authentication and administrator level remote login 

   is disallowed 

d. Low risk 

• A vulnerability requires authenticated users to perform SQL injection 

• Affected system contains non‐sensitive, publicly available information 

• Mitigating controls exist that make exploitation unlikely or very difficult 

Patch deployment timeframes 
Once a patch is released by a vendor and has been assessed by agency staff for applicability and severity, it 

should be deployed in a timeframe which is commensurate with the severity.  This also ensures that IT 

resources are spent in an effective and efficient manner by focusing effort on the most significant issues 

first. The following are DSD’s recommended deployment timeframes for the assessed 

vulnerability/patch risk ratings: 

a. Extreme: within 48 hours 

b. High: within 2 weeks 

c. Medium: upon the next major update, or within three months 

d. Low: upon the next major update, or within one year 




